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“... the United States (US) Department of Defense (DOD) is responsible for 
defending the US homeland and US interests from attack, including attacks 
that may occur in cyberspace. ... the DOD seeks to deter attacks and defend 
the US against any adversary that seeks to harm US national interests during 
times of peace, crisis, or conflict.  To this end, the DOD has developed 
capabilities for cyberspace operations and is integrating those capabilities into 
the full array of tools that the US government uses to defend US national 
interests…” 

The Department of Defense Cyber Strategy















Refer to Joint Publication (JP) 3-0,  for information on the primary 
activities that support the information joint function.

Refer to Chapter IV, “Planning, Coordination, Execution, and Assessment,” for more 
information about planning, synchronization, integration, and interorganizational 
coordination of CO

Memorandum of Agreement Between The Department of 
Defense and The Department of Homeland Security Regarding Department of Defense 
and US Coast Guard Cooperation on Cyberspace Security and Cyberspace Operations, 



Refer to Chapter II, “Cyberspace Operations Core Activities,” for more information 
about the operations of CMF units. 

Refer to Chapter IV, “Planning, Coordination, Execution, and Assessment,” for more 
information about C2 of CO. 













“When I first started working cyberspace operations, these operations were often 
just concepts, and when conducted, performed ad-hoc by technical specialists 
on loan from other organizations.  Today this is not the case.  Now, a mature and 
highly capable cyber force is built and in the fight, aggressively defending our 
network, conducting daily operations against adversaries, and strengthening the 
combat power and lethality of U.S. forces around the world.  This swift growth 
represents tremendous opportunity.” 





See JP 6-0,  for a more detailed discussion of DODIN 
operations and the management of networked communication systems. 













Refer to Chapter IV, “Planning, Coordination, Execution, and Assessment,” for more 
information about C2 of these cyberspace forces. 

See JP 2-0,  and JP 2-01, 
 for a more complete discussion of national intelligence activities, 

including intelligence federation. 

Joint Operations, 



See JP 3-30,  JP 3-31,
and JP 3-32,

for more information on how cyberspace is used to enable operations in the 
physical domains. 



See JP 2-0,  for more information on the joint intelligence process. 

See JP 3-60,  for more information on joint targeting, and Chapter IV, 
“Planning, Coordination, Execution, and Assessment,” for more information on 
targeting during CO. 







For more information on OPSEC, refer to JP 3-13.3, 

Refer to JP 1, Volume 1,  for more information about the joint functions 
and their role in the military operations.

Refer to JP 3-0,  for information on the primary activities that support the 
information joint function. 



The National Military Strategy The Department of Defense Cyber Strategy 

The Department of Defense Cyber Strategy 

United States Cyber Incident Coordination

“The Defense Department (DOD) requires the commitment and coordination 
of multiple leaders and communities across DOD and the broader US 
[G]overnment to carry out its missions and execute this strategy.  Defense 
Department law enforcement, intelligence, counterintelligence, and policy 
organizations all have an active role, as do the men and women that build and 
operate DOD’s networks and information technology systems.  Every 
organization needs to play its part.” 



National Infrastructure Protection Plan

 Mission 
Assurance (MA)

Armed 
Forces; War and National Defense; National Guard.

Refer to Appendix A, “Classified Planning Considerations for Cyberspace Operations,” for 
additional information on authorities for CO. 
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Under Secretary of Defense for Intelligence (USD[I]).









Cybersecurity Activities Support to DOD Information Network 
Operations.



Cybersecurity; Cybersecurity Activities Support to 
DOD Information Network Operations; Communications Security 
[COMSEC] Monitoring and Information Assurance [IA] Readiness Testing);

US Intelligence Activities; National 
Policy for the Security of National Security Telecommunications and Information 
Systems.



Target Development 
Standards

Management of Domestic Incidents,

United States Cyber Incident Coordination,





See JP 1-04,  DODD 2311.01E, 
 CJCSI 5810.01,  and the 

 for more information on the law of war. 



Joint Planning, 

See JP 5-0,  for more information on the JPP.

“We’re trying to both physically and virtually isolate ISIL [Islamic State of Iraq 
and the Levant], limit their ability to conduct command and control, limit their 
ability to communicate with each other, limit their ability to conduct operations 
locally and tactically.  I’ll be one of the first ones arguing that that’s about all 
we should talk about.... We want them to be surprised when we conduct 
cyber[space] operations.  And, frankly, they’re going to experience some 
friction that’s associated with us and some friction that’s just associated with 
the normal course of events in dealing in the information age.” 





Technical Assurance Standard (TAS) for 
Computer Network Attack (CNA) Capabilities, 

See Appendix A, “Classified Planning Considerations for Cyberspace Operations,” for 
additional planning considerations for external missions. See JP 3-60,  for 
additional information on creation of effects.  Refer to CJCSI 3160.01, 

 for additional information on collateral 
damage.





Refer to Appendix A, “Classified Planning Considerations for Cyberspace Operations,” 
for additional information on planning CO. 



See JP 2-0,  for additional information on IRs. 

See JP 2-01,  for additional 
information on RFIs. 

For more information on TCPED, see JP 2-01,





Joint Targeting,

(U) Review and Approval Process for Cyberspace Operations,





See JP 3-60,  and CJCSI 3370.01,  for 
additional details on vetting, validation, and joint targeting working groups. 



See JP 3-60,  for additional information on joint targeting, and JP 2-01, 
 for additional information 

on intelligence operations. 

Refer to Appendix A, “Classified Planning Considerations for Cyberspace Operations,” 
for additional information on intelligence support to planning CO. 
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See JP 3-13.1,  JP 3-14,  and JP 6-01, 
 for more information on EMS factors. 







Joint Operations, Joint Planning



See JP 5-0,  for a detailed description of assessment.  See JP 3-60, 
 and Defense Intelligence Agency Publication 2820-4-03, 

 for more information on the assessment process related to 
targeting, BDA, and munitions effectiveness assessment. 







See JP 3-16,  for more information on multinational operations. 











Goldwater-Nichols Department of Defense Reorganization Act of 1986.

US Intelligence Activities.
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US Cyber Operations Policy. 

Critical Infrastructure Security and Resilience

United States Cyber Incident Coordination.

  International Strategy for Cyberspace.

Trilateral Memorandum of Agreement Among the Department of Defense and the 
Department of Justice and the Intelligence Community Regarding Computer Network 
Attack and Computer Network Exploitation Activities, .

  National Policy Governing the Release of Information Systems Security 
(INFOSEC) Products or Associated INFOSEC Information to Foreign Governments. 

National Security Presidential Directive 54/Homeland Security Presidential 
Directive 23.

National Policy for the Security of National
Security Telecommunications and Information Systems. 

.  Memorandum of Agreement Between The Department of Defense and The 
Department of Homeland Security Regarding Department of Defense and US Coast Guard 
Cooperation on Cybersecurity and Cyberspace Operations, 27 September 2010.  



Unified Command Plan. 

National Military Strategy.

The Department of Defense Cyber Strategy. 

  Department of Defense Strategy for Operating in the Information Environment. 

Policy for Department of Defense 
(DOD) Interactive Internet Activities, June 8, 2007. 

National Infrastructure Protection Plan. 

Defense Strategic Guidance. 
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Communications Security (COMSEC) Monitoring and Information 
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  Department of Defense Law of War Manual. 
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(U) Standing Rules of Engagement/Standing Rules for the Use of 
Force for US Forces. 

Joint Information Operations Proponent.

Target Development Standards. 

Implementation of the DOD Law of War Program. 

Integrated Joint Special Technical Operations (IJSTO) 
Supplement to Joint Operation Planning and Execution System (JOPES), Volume I 
(Planning and Procedures). 

(U) IJSTO Supplement to Joint Operation Planning and 
Execution System (Volume II) Planning Formats and Guidance. 
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Intelligence Planning.
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Doctrine for the Armed Forces of the United States. 
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Joint Intelligence. 
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Joint Operations. 
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Cyberspace Operations,



DOD Information Security Program: Overview, 
Classification, and Declassification, DOD
Information Security Program: Protection of Classified Information. 


















